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Beyond RFID 
New, Integrated Technology Solutions 

Improve Supply Chain Visibility, Increase Efficiencies and Reduce Costs 

�

�

�

�

�

��������	
��		�
����	����	���������������

 

 



��

�

���������	�
��
���
�
��
�����	���������
�������� ��������������������� ��������������������������������������������������� �����������������������������������������!�

"����	�"��##�	
����	������$����%���&������'���(�#��  �������������������������������������������������� �������������������������������)�

*� �+�,������	��-�$����+��#.�����'���(�#�� ��"����	 ������	��	��"�	���#�������������������������������� ������������������/�

������	
��		�
����	����#����	�0��	�(#�	
�&���	����� �������$��������������	��
������"����	������	��
����	�#�
������������������������������������������ ��������������������������������������������������� ��������������������������������������������������� ������1�

2�����������
��'���(�#�� 3�����	�#�
 ��
��
�������� ��������������������������������������������������� ����������������������������������1�

2�������������������������������������������������� ��������������������������������������������������� ��������������������������������������������������� �����4�

'����	
��	��������	
������	������������������������ ��������������������������������������������������� ����������������������������������������������5�

������	
��		�
����	��+������	
��	��6��������������� ��������������������������������������������������� ����������������������������������7�

����	�	
�����������	�����%�����	�#����
������������ ��������������������������������������������������� ���������������������������������������7�

&������'���(�#�� ����������6�����8����	
�&�$�"��	
� ��������������������������������������������������� ����������������������������������

�

 

 

 

 

 



!�

�


���������
��������������������
Supply chains are the life blood of many companies today.  Effective supply chains move the right cargo 
to the right place at the right time and provide actionable data to promote visibility, transparency, and 
security.  This is even more critical for companies moving high value or critically important cargo that 
requires higher than normal precautions during transit.  The FBI estimates that cargo theft in the United 
States alone accounts for approximately $10 billion in direct merchandise losses each year.  The products 
most often targeted include consumer electronics, pharmaceuticals, alcohol, tobacco, and various food 
products.  In addition, it’s critical that agencies be able to monitor supply chains during political and 
humanitarian crisis operations.  From hurricane relief to non-combatant evacuations to crisis response 
operations across the globe, it’s imperative that organization have real-time visibility over their supply 
chains during these logistics-centric operations.  During Hurricane Katrina, it was essential that FEMA 
and local emergency responders had visibility of potentially life-saving supplies being rushed into 
hurricane ravaged areas of Louisiana and Mississippi.  Government agencies also rely on real-time 
visibility of supply chains during global crisis response operations.  Permanent RFID infrastructure is 
generally not available in critical airports, along transportation routes or in temporary supply hubs and 
even when it is available, it only provides the logistics manager with visibility at selected points within 
the supply chain.  Once outside the range of the reader, the supply chain becomes invisible again.  
Although basic RFID technology and the corresponding operational concept for their use dramatically 
improved supply chain visibility in the late 1990s, it’s time for to take the next leap forward with Real 
Time Tracking capabilities.  Improvements in security, claims processing, and premium asset tracking 
alone will save corporations and agencies billions of dollars each year while also providing asset visibility 
during contingency response operations … both areas are significant capability gaps that exist today! 

Since the late 1990’s, advanced shipping and supply chain vendors have tracked freight with RFID tags 
and systems.  Unfortunately, the systems and tags have limits and vulnerabilities.  Tags do not 
continuously communicate with the tracking systems and setting up RFID readers and infrastructure have 
proven to be too cumbersome and expensive for short-to-medium length contingency response operations.  
Gaps in coverage and the inability to watch cargo “real-time” costs companies millions of dollars in 
merchandise losses.  Inability to detect and respond immediately to supply disruptions, transportation 
capacity constraints and production recalls can bring supply chains to an abrupt halt.  The key question 
then is what alternatives to supply chain managers have to tackle inherent supply chain volatility when 
traditional RFID tags and systems aren’t enough.  The key answer…work smarter with “real time” supply 
chain visibility.  According to a 2009 IBM study titled The Smarter Supply Chain of the Future, “Supply 
chains of the future will have the instrumentation, interconnectedness, and intelligence to predict, if not 
prevent, disruptions before they occur.  It relies on new approaches that employ sensor technologies … to 
not just sense and respond, but anticipate and act.”   

This white paper explores the challenges and issues inherent in supply chain management using 
traditional RFID tags/systems and presents an overview of new systems that will be inherent in the 
Smarter Supply Chain of the Future.  These Real Time Tracking Systems provide higher levels of 
accuracy, predictability, and accountability while providing actionable information to improve the 
effectiveness, efficiency, and security of high visibility, high value commodities moving through dynamic 
and critical supply chains.    
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As trading partners proliferate and logistics networks expand, supply chains become increasingly 
complex. This complexity tends to introduce multiple inefficiencies as the networks grow. It’s a natural 
progression from certainty and organization to chaos and disarray. The effect ebbs and flows as 
technologies improve, companies innovate and new, improved manufacturing and shipping processes are 
introduced.  

Other external factors also contribute to the complexity and inefficiency. Manufacturing and technology 
advances shorten product lifecycles, for example. When an electronics manufacturer hits on a hot product, 
new versions need to be planned, assembled and distributed on an accelerated schedule. Product lifecycle 
drives demand, in many cases. The Apple iPhone is an appropriate example. New, improved goods need 
to speed their way to the market while consumer enthusiasm is at its peak. The same can be said for 
military production. As new technologies become available, they need to reach the battlefield as quickly 
as possible. In addition, equipment and parts (new, re-conditioned or re-manufactured) need to be tracked 
through the supply chain. During Operation Iraqi Freedom, for example, military vehicles and combat 
equipment were routinely cannibalized or rendered useless due to the unavailability of parts that either 
were not in the Department of Defense’s inventory or could not be located because of inadequate asset 
visibility. 

Uncertain economic times create disruptions in the supply chain, as well. As demand swings wildly, it’s 
difficult to forecast correctly and maintain consistent supply lines. Of course, real-world physical 
disruptions disrupt the flow of commerce. Traffic accidents, natural disasters, terrorist activity and 
technology failures all take a heavy toll. During Hurricane Katrina, the US Department of Defense, which 
was tasked with delivering emergency supplies in a chaotic situation, didn’t know the precise locations of 
the FEMA-ordered supplies and commodities when it assumed FEMA’s logistics responsibilities. The 
department’s lack of visibility into the supply chain, forced them to airlift 1.7 million meals to Mississippi 
without any clear understanding of demand conditions on the ground. 

This complexity and external disruption results in: 

·  Lost shipments 

·  Late arrivals 

·  Production delays 

·  Increased administrative costs 

·  Poor inventory status information 

Ultimately, confusion and lack of agility arise, and each partner in the logistics chain experiences 
frustration and real economic loss. Relationships become fragile or damaged. Eventually, the customer or 
end-user loses because the product arrived late, damaged… or it didn’t arrive at all. That customer could 
be another manufacturer, Value Added Resellers, a systems integrator or the actual end-user. In sum, 
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uncertainty in the supply chain makes it impossible to design optimized 
production and delivery schedules. 
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Traditional RFID systems lack the granular control required to overcome 
the challenges noted above. With conventional systems, you have limited 
visibility into only one or two processes (for example, freight). Shipment 
views are obscured, especially when dealing with third party partners. 
You can create inventory plans with Enterprise Resource Planning (ERP) 
systems to avoid some of the more difficult situations. However, most 
ERP systems lack the integration capabilities necessary for successful 
execution of the plan. Implementation and operational process costs with 
traditional systems can be expensive, as well.  
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If you have better end-to-end visibility within the supply chain, most of 
these challenges can be avoided or alleviated. Better visibility enables 
improved communications and enhanced control of the supply chain. The 
benefits are numerous and include: 

·  Granular, micro views of product in transit 
·  Automated alerts for tight control of communication and 

resolution processes 
·  Tighter dependency networks among supply chain partners and 

trading partners 
·  Lean operations and reduction of “supply chain bloat” 
·  Recouped late shipment costs  
·  Lower inventory costs 
·  Streamlined logistics 
·  “Virtual” off-site inventory 
·  Faster invoicing 
·  Improved cash flow 
·  Wholesale cost reductions across the supply chain 
·  Automated order-to-cash with customers 
·  Reduced order cycle times 
·  Better exception management 
·  Lower transportation costs 
·  Automated procure-to-payment processes with suppliers 
·  Improved accuracy and efficiency with receiving operations 
·  Improved customer service and satisfaction levels 
 

With transparent information sharing among shippers, third parties, 
suppliers and customers, you can reduce costs and gain control of capital 
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and inventory expenses. As each party gains more information and insight, it’s much easier to improve 
processes across multiple partner channels and software systems. Near real-time information reduces 
errors and enables faster, more agile decision making. 

The results resonate across entire corporate structures. Efficiencies are gained, service capabilities and 
customer relationships improve, brand equity is enhanced, gaps between competitors widen, positive 
word-of-mouth spreads, return-business becomes more robust, and profits inevitably increase. 
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Tracking Innovations provides the technological leap to deliver the kinds of benefits, efficiencies and 
advantages mentioned above. Tracking Innovations’ Real Time Tracking System (RTTS) returns live 
tracking data – from anywhere, anytime – making it easy to keep your finger on the pulse of daily 
business operations.  
 
The solution enables robust, transparent Business Process Networks (BPNs) that provide unparalleled 
visibility and control while dramatically improving supply chain efficiencies. With RTTS, you reduce 
manual data entry and tracking processes, and enable intelligent automation and alert capabilities. 
 
Tracking Innovations customers: 

·  Always know the status and whereabouts of goods 
·  Eliminate tracking control guesswork 
·  Monitor performance regardless of carrier 
·  Negotiate rate-sheet compliances and Service Level Agreements (SLAs) based on better 

information 
Our customers save money and time by staying in control of their shipments and partner exchanges. They 
enjoy clearer views into carrier performance and more detailed information for negotiating contracts. 
Aggregate cost savings are significant across the enterprise. Even smaller returns on investment related to 
late shipment refunds and shipper credits make an impact on their balance sheets. 

The key is – they have unprecedented visibility into real-time supply chain activity. Knowing and 
documenting data in detail helps tremendously. 
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Tracking Innovations enables unparalleled visibility and control with our patented Real Time Tracking 
System (RTTS). The solution consists of Global Position System receivers (GPS), Wi-Fi transceivers, 
GPRS cellular transceivers and Iridium satellite transceivers. Each of these supporting communications 
systems integrates with small active Radio Frequency Identification (aRFID) tags. The end-to-end 
system tracks shipments, and monitors temperature, humidly, shock, vibration and an unlimited number 
of other data points.  

The solution features: 

·  Tested, leading-edge hardware 
·  Robust Software 
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·  Best-in-class security 
Our proven hardware solutions are coupled with state-of-the-art software that’s designed for common 
enterprise computing networks. The software utilizes Visual Studio 2008, the .NET 3.5 framework and 
Microsoft’s Bing Maps platform for rendering shipment locations in near real-time.  

Tracking Innovations’ Tier 3 data center provides peace of mind and best-in-class security. Tier 3 data 
centers feature: 

·  Redundant power supplies 

·  Redundant communications infrastructure 

·  Redundant HVAC equipment  

As a result, our customers enjoy 100% uptime for their tracking applications. The solution offers true end-
to-end, automated, near real-time visibility of freight in transit, regardless of the carrier. 

�
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 cargo pallets are prepared before the shipment begins with up to 
five recoverable Master Units paired with 1 to 40 associated 

satellite aRFID tags (for a maximum of 200 total aRFID 
tags). Configuration options for the aRFID tags include (but 
are not limited to): 

·  Temperature Only 
·  Temperature and Humidity 
·  Shock and Vibration 

 
Each tag contains 512k of memory, which is used to store data readings. They are 
powered by four disposable AA batteries.  

While a Master Unit is in transit, it provides periodic reports to the tracking servers 
at the data center; the interval of the reporting is user definable. The tracking 
servers are secure custom written .NET web services that utilize eXtensible 
Markup Language (XML) for machine to machine communication.  The 
tracking servers listen for communications from the Master Unit and establish 
a secure tunnel to receive the tracking and tag data from the Master Unit. Once 
this data is received, it is validated and stored in a Microsoft SQL server database for further processing.  

When a Master Unit determines it is time to send a report, the Master Unit attempts to connect first via a 
local wireless network (Wi-Fi). If a local network is not detected, the Master Unit attempts to connect via 
a cellular network. If a cellular network is not detected, the Master Unit attempts to connect via the 
Iridium satellite network. Tracking Innovations’ “least cost routing algorithm” ensures that the most cost 
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effective means of communications is used. If none of these networks is detected, the Master Unit follows 
a retry procedure until communications are established. 

If a Master Unit is associated with one or more aRFID tags, the Master Unit periodically attempts to 
communicate with each associated tag in order to (a) determine if the tag is responding and (b) receive 
updated sensor readings from the tag. The Master Unit- tag communication interval is shorter than the 
Master Unit-server communication interval, so the Master Unit will store tag information between reports 
to the servers. Each tag stores sensor data between communications with the Master Unit. After a 
successful upload of data to a Master Unit, the tag clears this data from internal memory. 

The Master Unit will attempt to connect with the tracking servers within two minutes if a specified 
condition is detected – e.g., an associated tag fails to respond or tag data indicates an undesirable reading. 

After each shipment, the Master Unit is recovered and prepared for reuse. Depending on the configuration 
and application, aRFID tags may or may not be reused.  
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Customers have several options for viewing and integrating tracking data, including:  

Data Integration – Tracking and conditions data is automatically integrated into current Enterprise 
Resource Planning (ERP), Warehouse Management Systems (WMS) or just about any other business 
system. Tracking Innovations’ technology team works closely with customers to find the right solution 
for data integration. 
 
The Tracking Innovations Integration Framework (TIIF) is designed using the Service-Oriented 
Architecture (SOA) methodology. By using the latest Microsoft technologies (Windows Server 2008, 
.NET 3.5, Visual Studio 2008, SQL Server 2008 and BizTalk 2009) we are able to organize, develop and 
integrate information technology so data, logic, and infrastructure resources are organized as services. 
The individual services exchange messages with one another to support flexible business processes. As a 
result, businesses can be much more agile and innovative at the IT level.  
 
SOA Benefits: 

·  Integrations that use to take months to design and implement now take days 
·  Connectivity and interoperability with a wide range of heterogeneous systems, including: 

o L ine Of Business systems 
o Legacy systems 
o Smart devices 
o Trading partner platforms 

·  TIIF provides more data exchange options, including a native engine that provides integrated 
support for Electronic Data Interchange (EDI) data (including both X12 and EDIFACT support) 
and Availability Statement 2 (AS2) data for EDI over the Internet and RosettaNet 
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Hosted, Web-Based Services – Customers can also monitor and manage tracking via our secure 128-bit 
encrypted Web portal. The platform was developed utilizing the Microsoft .NET 3.5 framework and 
Microsoft Bing Maps. This 
option is useful for 
anytime, anywhere, 
System/browser/computer-
agnostic access to 
information. The portal 
features a built-in 
configuration tool that 
allows you to set alarms 
that are delivered by SMS 
(text message), email 
and/or voice notifications.� 
 
Waypoints on the Web 
portal are color coded for 
ease of use and 
identification.� Green 

points indicate normal 
conditions; red indicates alarm conditions and yellow pulsing indicates the last reported position. The 
blue star indicates the origin of the shipment while the Yellow star indicates the destination.  
 
When a user places the mouse pointer over any waypoint, an information box appears with the location 
data for that point (including date, time, latitude and longitude). 
 
If the user clicks the 
mouse pointer over any 
alert condition (see figure 
4), a pop-up window will 
appear showing the tag 
readings that are outside 
the set point. Information 
presented includes the 
latitude, longitude, date, 
time, master unit ID, tag 
ID, SKU number of the 
carton, alert type and 
reading. 
 
In addition to this visual 
alert, a system generated 
alert can be sent to mobile 
devices or email.  
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To view all alerts for a 
given shipment, the user 
can click the alerts tab and 
a window displays all 
alerts for that shipment. 
The user can further filter 
the results by Master Unit 
ID, SKU number or Alert 
Type. 
 
 
 
 
 
 
 
 
 
3D map views are also 
available. Users can 
search, browse, and 
organize local information 
viewed in three 
dimensions, just the way it 
exists in the real world. 3D 
offers a more accurate 
representation of time and 
space, in the same way a 
globe provides more 
realistic views than a flat 
map. Switching between 2 
and 3D is as easy as 
clicking the mouse. 
 

 
 
 
 
RTTS data and tracking views can be monitored with a wide 
range of mobile devices, including Windows Mobile devices, 
Palm Treo, Blackberries, PDAs and the Symbol MC9000 series 
handheld shipping interface (shown at right). 
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Minimum Infrastructure and 
Computing Requirements for RTTS 

RTTS functions on any computer with 
and Internet connection and a 
browser. 

There are no special requirements for: 

·  Hardware 
·  Add-ons 
·  Network components  

�
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When a Master Unit is in transit, RTTS reports via wireless network connection (local Wi-Fi, 
cellular/GPRS, or satellite). Reports to the tracking server include:  

·  Time Stamp 
·  Location (GPS 

coordinates)  
·  Sensor Data 

(temperature, 
humidity, or 
shock)  

·  Out-of-Range 
Tags  

 
Tracking Innovations 
customers are always in-
the-loop when it comes to 
freight status. Users can 
search any field in the 
database or download 
comprehensive reports on 
multiple shipments. 
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Tracking Innovations’ professional technicians work closely 
with customers to facilitate automated data integration with 
existing BPN and enterprise software systems. The solution 
integrates with almost any business application, including 
Enterprise Resource Planning (ERP) systems and Warehouse 
Management Systems (WMS), as well as a wide range of 
data files, including EDL, XML, flat files and more.  

The solution’s standalone .NET shipping interface is carrier 
independent, so you can consolidate all carrier information 
into a single system (ERP, WMS or other business system). 
You don’t have to enter the same data multiple times on 
different disconnected systems, and data entry errors are 
minimized since there is very little human interaction.  
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Tracking Innovations customer support and professional services teams offer unparalleled system support 
to help you implement RTTS, we assign a dedicated logistic RFID supply chain solution professional to 
your account. Our teams deliver detailed technical expertise with respect to the RTTS system and 
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extensive experience with a wide range of customer platforms (including ERP, WMS systems). They 
assist with product configuration and integration, usage, interface modifications, training, and much more.  
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With Tracking Innovations’ RTTS, your supply chains are process and demand-driven at the micro level. 
You know exactly where everything is at all times and can plan accordingly. This leads to increased sales 
and market share, new market penetration, better customer relations, faster product introductions and 
terminations, and more profitable business. You also reduce reliance on manual processes and save 
money because every link in the chain is better informed. Every partner, user and customer in the BPN 
benefits.  

To learn more about Tracking Innovations’ supply chain visibility solutions, please contact one of our 
systems engineers at 716-849-6570 or email us at info@trackinginnovations.com. We would be more 
than happy to discuss your current systems and explore new ways to improve your business. 
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